
FortiMobile™ Software
Enterprise Class Security for Smartphones

Mobility Without Sacrificing Data Security
Most professionals increase their productivity by using smartphones to email, text, 
and use their business and professional digital assets from the road, home, and 
elsewhere away from the office. Current mobile devices and mobile phones have 
unchained us from the confines of a corporate location, given us the ability to move 
freely without losing touch with our professional lives and responsibilities. Until 
now, the trade-off has been the risk of unauthorized access by strangers to all our 
important business and personal information. FortiMobile provides you this access 
without compromising your need for 100 percent privacy and confidentiality. 

Comprehensive Device Protection
FortiMobile is a suite of light-weight applications that can be easily deployed onto 
Microsoft® Windows Mobile™ or Symbian™ operating system based devices. The 
unified security agent features for Windows Mobile and Symbian devices provide 
comprehensive, dynamic mobile protection, including Personal Firewall, IPSec 
VPN, antivirus, antispyware, and antispam. Powered by the FortiGuard® security 
subscription services for constantly-updated protection, FortiMobile extends the 
enterprise-class threat protection found in the FortiGate® product line to your 
mobile device. This ensures protection for corporate environments from all potential 
sources.  FortiMobile software agents are available for Microsoft Windows Mobile, 
and Symbian operating systems.  In addition, an SSL VPN solution is available for 
the Apple® iPhone® and iPod touch® products (via an application available from 
the iTunes® App StoreSM) delivering versatile connectivity for corporate networks. 

Security Beyond Borders
The addition of FortiMobile to a Fortinet-secured network infrastructure provides 
additional protection for the expanding base of mobile users accessing resources 
behind perimeter devices.  By deploying FortiMobile agents, you can ensure that 
this growing class of users are not only protecting their mobile devices and their 
respective data but they are not becoming a gateway for mobile threats to enter the 
corporate infrastructure.

The FortiMobile Product: 
Integrated Mobile Protection  

The FortiMobile product 
family provides cost-effective, 
comprehensive device 
protection and data privacy for 
mobile solutions that participate 
within corporate network 
environments. It defends 
your environment from new, 
sophisticated mobile originated 
attacks while protecting 
sensitive data contained within 
the mobile devices.

The ability to protect data 
contained within mobile 
devices ensures privacy for 
your organization’s sensitive 
information in the unlikely 
event the device is lost, stolen, 
or exposed to external access.  
You can be assured that private 
data is protected with strong 
encryption algorithms and 
password protection 

Features Benefits

Fortinet’s Industry CertificationsDeployment Scalability

 

Mobile Data Protection 

 
Sophisticated Phone Security

FortiMobile deployments can scale to an 
unlimited number of devices while receiving 
security subscription updates from the 
FortiGuard update service.

Encryption of handset data with password 
protection ensures confidential information is 
secure from unauthorized access

FortiMobile encrypts your directory and all SMS 
and MMS messages as well as an incoming call 
filter giving you control on sensitive data and 
call logs
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Specifications Windows 
Mobile Symbian iPhone / 

iPod touch

Supported OS Versions
2003, 2003SE, 
5.0, 6.0

S60 7 / 8 / 9 3.0, 3.1

Security Features
Antivirus YES YES NO

Personal Firewall NO YES NO

Intrusion Protection System (IPS) NO NO NO

Address Book Protection YES NO NO

IPsec VPN Client YES NO NO

SSL VPN Client NO NO YES
SMS Antispam YES YES NO

SMS Filtering YES YES NO

Phone Security YES YES NO

Call Filter YES YES NO

FortiGate VPN Integration
A core component to the FortiMobile technology is a bundled VPN 
capability allowing remote users to access corporate network 
resources while on the go when connecting to a FortiGate security 
appliance.  The combination of IPsec support for Windows Mobile and 
Symbian devices as well as a dedicated SSL VPN client for iPhone 
and iPod touch devices delivers flexibility for a growing diversity of 
users needs and devices.  Strong cryptography inherent to Fortinet’s 
VPN technology ensures end-to-end privacy for all communications 
when combining FortiMobile and FortiGate into an extended security 
solution.

FortiGuard Subscription Services
To complement the FortiMobile software solution, a threat research 
service is available delivering up to the minute protection from 
emerging security threats focused on mobility devices.  This service 
provides automatic updates for you including:

	 •		Automatic	updates	from	a	global	redundant	high-speed	
database infrastructure that spans the globe.

	 •		Complete	virus	protection	for	thousands	of	known	viruses	
including those emerging viruses targeting mobile devices.

FortiGuard Security Subscription Services deliver dynamic, automated updates for Fortinet products. The Fortinet Global Security 
Research Team creates these updates to ensure up-to-date protection against sophisticated threats. Subscriptions include antivirus, intrusion 
prevention, web filtering, antispam, vulnerability and compliance management, application control, and database security services.

FortiCare™ Support Services provide global support for all Fortinet products and services. FortiCare support enables your Fortinet products 
to perform optimally. Support plans start with 8x5 Enhanced Support with “return and replace” hardware replacement or 24x7 Comprehensive 
Support with advanced replacement. Options include Premium Support, Premium RMA, and Professional Services. All hardware products 
include a 1-year limited hardware warranty and 90-day limited software warranty. 
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FortiMobile for Windows Mobile

FortiMobile for Symbian

SSL VPN Client for iPhone 
 and iPod touch


